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About me

o Research domain: system software

compilers, binary rewriting tools, whole program
optimization (binary & Java), virtualization T

Improve programmer produc.:tlw.ty UNIVERSITEIT
apply tools for different applications GENT

obfuscation, diversity and mitigating side channels

o Also worked at ZAS i": S
T J

o Interrupts enabled, but not all handlers might be installed
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First: What do we want to achieve with the protection and the evaluation?

Evaluating the strength of software protection

o Four criteria (Collberg et al)

of what? what task?
Potency: confusion, complexity, manual effort
how computed? by who?

o _ _ existing and non-existing?
Resilience: resistance against (automated) tools
operated by who?  to achieve what?

Cost: performance, code size

Stealth: identification of (components of) protections
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Overview

ASPIRE In a nutshell
Modelling attacks

Evaluation Criteria
Metrics of complexity

Resilience

Theory versus practice: involving the humans
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fﬂspire In a nutshell
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fﬂspire Goals

1. Protected mobile services

~

\f Y N\
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ffﬂspire Goals

3. Decision Support System

[ platform description ]

annotations J ‘

input
provided by [
the user [

assets ]

—

ASPIRE Decision Support System tool chain

‘ instructions

ASPIRE Knowledge Base

- attack models & evaluation methodology

- security metrics

- experiments on human subjects (students + researchers)
- public challenge

2. Software protection techniques and integrated tool flow

annotated
source code :';

f:’-’\spire

ASPIRE data hidlng :' -------------------------------------------------------- .
source : — : ASPIRE protected program
level algorithm hiding :
protection anti-tampering Bnt-sidﬂ' M
Iy
partially protected source code *eammmnmmnnnnn ﬁ ......................... ﬁ ............. o

@ . ASPIRE data hiding remote attestation

standard compiler .
binary . . .
Q level algorithm hiding renewability
object code :> protection | anti-tampering security libraries




Protection againts MATE attacks

software analysis tools FPGA sampler oscilloscope

B o —-—

All pretectionsicanbelbrokeniovertime: -
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developer boards screwdriver JTAG debugger
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Economics of MATE attacks
"o

engineering exploitation time
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Economics of MATE attacks

1. What is the most appropriate protection?
2. What does a protection really buy us?

engineering exploitation time
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Economics of MATE attacks
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Economics of MATE attacks
BT

1. What is the most appropriate protection?
2. What does a protection really buy us?

ISISEYN]e

protection
engineering exploitation time
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The Goal — Questions — Metrics Approach (Basili et al)

Goal: What am | trying to achieve?
Questions: What matters for achieving that?
Metrics: How do we evaluate that?

| Goal1 | | Goal2 |

[Question] [Question] [Question] [Question] [Question]
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Hsplre : Advanced Software Protection: Integration, Research and Exploitation ISSISP 2014 - 30 July



The Goal — Questions — Metrics Approach
T

ASPIRE project level

o Goal:
o Optimize protection process

o Questions:
o Which assets, attack steps, tools, protections, ...
o What is their potency, resilience, cost, value, ...

o Metrics:

o Measurable features of attacks, of protections and of
(un)protected software

fﬂspire : Advanced Software Protection: Integration, Research and Exploitation ISSISP 2014 - 30 July



The Goal — Questions — Metrics Approach
I

Your Individual Protection

o Goal:

o Protect specific software assets against specific attack(s)
o Questions:

o What determines effort, what is delta in effort?

o Metrics:
o Measurable features of attack steps and of (un)protected software
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The Goal — Questions — Metrics Approach

Advance warning

| Goal 1 I ‘ Goal 2 \

[ Question ] [ Question ] [ Question ] [ Question ] [ Question ]

| Metric | [ Metric | [ Metric | [ Metric | [ Metric | [ Metric |

established metrics were designed for other goals!
maintainability, testability, reliability, ...

custom metrics are very specific
specific vs generic goals?

A . . o
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What Is the most appropriate protection?

f . .
Hsplre : Advanced Software Protection:

Profit from sale of
hacking
Investment to tooliservices
develop
hack/hacking tool

=1

\ -
With Hardening With Time
Infrastructure
(Dwversity) \
Tamper \
Usage
Data
] oR
Tamper Tamper 1 Tamper in
(a) Measure- = Stored i) x
& ment . Demand Neatwork
/oR\ “oR [AND"
3 Resat Pnysically Inteccept Inject
B;;:ZS,S H;Y,,?::e Net Tamper Communi- | | Usage
i 6 Usage Stworage cations Data
AND AND AND [+ 1}
Clear Log In and Man in
Disconnec Meter
Logged Resat Net th
Meter Events Invarson Usios M-c:\e Mater
AND )
Log In and RAecover
Clear Event Matar
History Passwords
Integration, Research and Exploitation ISSISP 2014 - 30 July



Attack Modelling: Attack Graphs (AND-OR Graphs)

relate attack goal, subgoals, (and protections)

Breaking
checksum

AND

Trace Data Compare trace Locate Forge correct
with binary checksums checksum

A
OR thwarts
Trace .
Polymorphic
[Debug App} [P FOBEEE e LLE } [selfcheckers}
interaction
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Attack Modelling: Petri Nets (wang et al, 2012)

Model attack paths
places are reached subgoals (with properties)
transitions are attack steps
can model AND-OR
can be simulated for protected and unprotected applications

L,
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Attack Modelling: Petri Nets

What is outcome of transition?
|dentification of feature or asset?
Simplified program (representation)
Tampered program
Reduced search space

Analysis result @ 1
0 t

What determines effort? °
What code fragments are relevant?
Generic attack steps vs. concrete attack steps?

How to aggregate information?
Effort

Probability of success
How to build the Petri Net? (backward reasoning & knowledge base)

A, . - : : o
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Backward Reasoning

Start from
assets & threats
application features (attack paths)
code features (protections, effort)

knowledge base on

attack steps
methods
tools & techniques
preconditions, postconditions

attack paths

A . . o
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Assets & Threats (B. Wyseur)

Asset category

Security
Requirements

Examples of threats

(keys, credentials, tokens,
private info)

(keys, service info)

(tokens, keys, used IDs)

(crypto & app
bootstrap keys)

(Watermarks, finger-prints,
traceable keys)

(algorithms, protocols,
security libs)

(license checks & limitations,
authentication & integrity
verification, protocols)

Confidentiality
Privacy
Integrity
Integrity

Confidentiality
Integrity

Confidentiality
Integrity

Non-repudiation

Confidentiality

Execution

correctness Integrity Out-of-context use, violating license terms

Impersonation, illegitimate authorization
Leaking sensitive data

Forging licenses

Forging licenses

Impersonation
Service disruption, illegitimate access

Build emulators
Circumvent authentication verification

Make identification impossible

Reverse engineering

Circumvent security features (DRM)




Attack Attributes &. wyseun

Identification: quantifies the effort to break an
application once

Exploitation: expresses the possibility that the
attack can be repeated and scaled

Identification Exploitation
Guru Expert Geek | Amateur High | Medium Low
Attack 1 - Secure

A . . o
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Assets, Threats, and Attacks
]

Security
Requiremen

Confi ate authorization

4
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hacking
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\
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Confi :
(tokens, keys, used IDs) Integ { jitimate access

(crypto & app Config’ AV e S
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(Watermarks, finger-prints, [ Non- (Diversity) ossible
traceahjgaks

(

securit

Identification Exploitation
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Attack (Step) Classification . wyseur)

static attacks
structural code and data recovery (e.g., disassembly, CFG reconstruction)
structural matching of binaries
against known code (e.g., library identification)
of related binaries (e.qg., diffing)
tampering (e.g., code editing)
dynamic attacks
attacks on communication channels (e.g., sniffing, spoofing, replay attacks)
fuzzing
debugging (e.g., software or hardware debugger, emulation)
structure and data analysis (e.g., unpacking, taint analysis)
tampering (e.g., code injection, custom emulation, custom OS)

hybrid attacks (e.g., concolic execution, static analysis on dynamic graphs)

A . . o
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Example attack: One-Time Password Generator (P. Falcarin)

ﬁ

o Step 1: get working provisioning & OTP generation

bypass PIN code T P8 T10 P9 T
tampering
T2 P2

PO P
O
identify PIN code 14

static or dynamic steal PIN

code injection

T8

T6

T4

A . . o
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Example attack: One-Time Password generator (P. Falcarin)

ﬁ

o Step 2: retrieve seed of OTP generation
during OTP generation

isolate XOR chain

isolate OTP structural matchin
generation code 9 observe seed
debugging s P8 T10 P9 4 debugging

PO

=1

A . . o
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Example attack: One-Time Password generator (P. Falcarin)

8
o Step 2: retrieve seed of OTP generation -.-»
alternatively, during provisioning

T7: identify AES code
dynamic analysis on
untampered, reinstalled app

17 P7

1

P10

PO P1

O

5 observe seed

debugging

™

T6

pe  identify AES code
dynamic analysis
debugging

dummy ot

T4
preparation:

fake server (T4)
tampering for multiple runs (T5)
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Overview

Evaluation Criteria
Metrics of complexity

Resilience

Theory versus practice

A . . o
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Cyclomatic number (Mccabe, 1976)

control flow complexity

V(cfg) = #edges = #nodes + 2 * #connected components
single components: V(cfg) = #edges — #nodes + 2
related to the number of linearly independent paths

related to number of tests needed to invoke all paths

CONTROL STRUGTURE CYCLOMATIC COMPLEXITY
C : *vy =e -n+ 2p

SEQUENCE vel-242¢=1

IF THEN ELSE ved-4+2=72

WHILE @/Q v=3-3+2=c2

UNTIL M  v=3-3+2=2

A . . o
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Cyclomatic number (Mccabe, 1976)

A . . o
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Cyclomatic number (Mccabe, 1976)

V{G) =8

A . . o
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‘o Quite some problems:

no recognition of
familiar structures

what about obfuscated
unstructured CFGs?

what to do when
functions are not
identified well?

no recognition of data
dependencies

what about object-
oriented code?

what about conditional
statements?

combinatoric issues
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Combinatorics — cognitive problem
(Auprasert and Limpiyakorn, 2008)

V(cfg) = 20-13+2=9

But number of pathsis5*5 =25

Do these switch statements
depend on each other?

Extension by Stetters (1984):
F(cfg) computed on ~ PDG

A . . o
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Knot Count (woodward et al, 1979)

Try to measure the "unstructuredness":
knots = #edge crossings in drawn CFG
Depends on ordering of (Fortran) code

Complementary to cyclomatic number

A . . o
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Knot Count (woodward et al, 1979)

Edges = 5n+2.

n nésted 3 Nodes = 3n+3.
- Edges = 3n+2 , :

Nodes = 2n+3 , VIG) = (5n+2)-(3n+3)+2

= 2n+1,
VIG) = (3n+2)-(2ne3)42 Krictes W
T N+t
Knots=

A . . o
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Entro PV (Giacobazzi & Toppan, 2012)

Shannon entropy:

1
B(K) == .- loga(p:)
reX 2
with X = {nodes/paths/... in a CFG graph} *
and p, = probability of "observing" x 3
Different distributions are possible ° .
_ 6
Can also be applied to traces:
..(234)10... (234)10... (234)10 _.. o

(234)6 ... (234) ... (234)° ...

A . . o
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Program size & derivatives Haistead, 1977)

L.ines of code n; = number of distinct operators,
_ _ N, = number of distinct operands,
Derivatives N = total number of operator occurrences, and
N, = total number of operand occurrences.
Measure Symbo Formula
I
Program length N N =N;+ N,
Program vocabulary n n=n{+n,
Volume Vv V =N*(log, n)
Estimated abstraction L L=(2ny)/
level ( Nn;* N, )
Difficulty D D=1/L
Effort E E=V*D
Time T T=E/18
fﬂSpire Remaining bugs B B = EZ3/ 3000 ISSISP 2014 - 30 July




NeSting Depth (Harrison, 1981)

if P1 then
iﬁ.Pz then
Sl;
else
SZ;
else
ba;

Halstead metrics for local complexity (basic blocks)
Complexity node = local complexity + complexity range of selection nodes

A . . o
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Information Flow (Henry & Kafura, 1981)

Metric for procedures, interfaces and modules

Measures complexity in relation to bug fixes
Count data dependencies between entities
Combine with code length

Correlation Level of

Measure to Changes Significance
(fan-in * fan-out)*%*2 .98 .028
y length*(fan-in * fan-out)**2 .94 .021
(fan-in * fan-out) .83 .042
(length#*#*2) .60 .078

A . . o
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Combined code & data flow complexity (oviedo, 1980)

C(cfg) = a * #edges + b * #live-in variables all nodes

A . . o
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Chunks (Davis, 1984)

Cognitive Functional Size (wang and shao, 2003)

- Based on cognitive sciences — psychology

o Different weight for different types of basic control structures

o What about unstructured programs?

Category BCS Wi
Sequence Sequence (SEQ) 1
Branch If—Then-Else (ITE) 2
Case (CASE) 3
Iteration For-do (R) 3
Repeat-until (R,) 3
While-do (Ro) 3
Embedded Function Call (FC) 2
Component
Recursion (REC) 3
Concurrency Pardlel (PAR) 4
Interrupt (INT) 4

A . . o
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Human Comprehension Models (Nakamura et al, 2003)

Comprehension ~ mental simulation of a program
Model the brain, pen & paper as a simple CPU

CPU performance is driven by misses
cache misses
TLB misses
prediction

Measure misses with small sizes of memory

A . . o
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Human Comprehension Models (Nakamura et al, 2003)

i 1 assignnent
] 2 assignnent
=1 + 4 i 1 reference
A[1l] 5 assignnent
Ali] J i 1 reference
A[1] 5 reference
J 2 reference
] 3 assi gnnment
(@) (b)
calc_righthand((i,1),1) calc_righthand((j,2),2) recall((i,1),3) calc_righthand((A[1],5),4)
enqueue((i,1),1) enqueue((j,2),2) refresh((i,1),3) enqueue((A[1],5),4)
— i — i ] — ] i — I |A[1]
1 1 2 2 1 1 S
recall((i,1),5)
refresh((i,l),S)‘
0| e AU | e |0 |Al] e (Al
2 |5 5 2 1 5 5 1
calc_righthand((j,5),8) backtrack(j,7) recall((A[1],5),6)
enqueue((j,5),8) enqueue((j,2),7) refresh((A[1],5),6)
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Combine all of them anckaert et al, 2007)

code & code size
e.g., #instructions, weighted by "complexity"

control flow complexity

data flow complexity
sizes slices static -> graphs
sizes live sets, working sets
sizes points-to sets
fan-in, fan-out (Oviedo)
data structure complexities (Munson and Khoshgoftaar, 1993)
data

application-specific

dynamic -> traces

A . . o
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Object-Oriented Quality Metrics (Bansiya & Davis, 2002)

QMOOQOD: Quality Model for Object-Oriented Design

abstraction

encapsulation

coupling

cohesion

polymorphism

complexity

design size

Weighted averages:
understandability
maintainability

A . . o
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Example: class hierarchy flattening (roket et al, 2014)

public class Player {
public void play(AudioStream as) {
/* send as.getRawBytes() to audio device */
}
public void play(VideoStream vs) {
/* send vs.getRawBytes() to video device */
}
public static void main(String[] args) {
Player player = new Player();
MediaFile[] mediaFiles = ...;
for (MediaFile mf : mediaFiles)

Object for (MediaStream ms : mf.getStreams())
/V \ if (ms instanceof AudioStream)
A .
Player MediaFile MediaStream player.play((AudioStream)ms);
+ main(String[]) : void ﬁ filez_atgt: StringM S > ﬂaEtf; lgyieH else if (ms instanceof VideoStream)
+ play(AudioStream) : void mediasireams : viediastream - - byte . .
+ play(VideoStream) : void # readFile() : void # decode(byte[]) : byte[] player.pIay((VldeoStream)ms),
+ getStreams() : MediaStream([] + getRawBytes() : byte[] }
~ A A A }
MP3File MP4File AudioStream VideoStream pub“c class MP3File extends MediaFile {
# readFile() : void # readFile() : void # audioBuffer : int[] # videoBuffer : int[][] protected void readFiIe() {
# decode(bytel]) : byte[] # decode(bytel]) : bytel] f - .
# decodeSample() : byte[] # decodeFrame() : byte[] InpUtStream mpmStream T
N A A byte[] data = new byte]...];
DTSStream MPGAStream XvidStream inputStream.read(data);

# decodeSample() : byte[] # decodeSample() : byte[] # decodeFrame() : byte[] AudioStream as = new MPGAStream(data);
mediaStreams = new MediaStream[[{as};
return;

}
}

public abstract class MediaStream {
public static final byte[] KEY = ...;
public byte[] getRawBytes() {
byte[] decrypted = new byte[data.length];
for (inti = 0; i < data.length; i++)
decrypted[i] = data[i] * KEY]i];
return decode(decrypted);

}
M . . . :
Aspire : Advanced Software Protection: Integration, Research and Exploi } protected abstract byte[] decode(byte[] datay);



Example: class hierarchy flattening (roket et al, 2014)

Fm———— - ——— «interfface» Common K}—-——————————"—"————————— ——— — — — — — A
| | E + decode(byte[]):byte] [T T T T T T T T T T T T T T T T T 1 |
| | r—-————-— + decodeFrame() : byte]] [Sf————————————— 1 | |
| | | - D + decodeSample():byte]] [N T~~~ | | | |
| | | | + getRawBytes() : byte[] - | | | |
| | | | + play(Common) : void | | | | |
| | | | + play1(Common) : void | | | | |
| | | | + readFile() : void | | | ! !
[ [ [ | + getStreams() : Common]] | | | | |
I [ X I I I | !
: XvidStream : AudioStream A VideoStream : MPGAStream : DTSStream
- videoBuffer : int[][] | # audioBuffer : int[] I T# videoBuffer : int[][] - audioBuffer : int[] | | - audioBuffer : int[]
|- data : byte[] |- data : byte[] I'|- data: byte[] |- data : byte[] | |- data:byte[]
L KEY : byte[] L KEY : byte[] : - KEY : byte[] L KEY : byte[] - KEY : byte[]
| | + decode(byte[]) : byte[] | |+ decode(byte[]) : byte[] N decode(bytef[]) : byte[] | |+ decode(byte[]) : byte[] | |+ decode(byte[]) : byte[]
| | + decodeFrame() : byte[] | [+d decodeFrame() : byte[] | [+d decodeFrame() : byte[] | |+d decodeFrame() : byte[] I [+d decodeFrame() : byte[]
| | +d decodeSample() : byte[] | | +d decodeSample() : byte[] | [+d decodeSample() : byte[] | [+ decodeSample() : byte[] I+ decodeSample() : byte[]
| | + getRawBytes() : byte[] | |+ getRawBytes() : byte[] | |+ getRawBytes() : byte[] | |+ getRawBytes() : byte[] I+ getRawBytes() : byte[]
I'| +d play(Common) : void I | +d play(Common) : void | [+d play(Common) : void I |+d play(Common) : void I +d play(Common) : void
I [ +d play1(Common) : void I | +d play1(Common) : void | |+d play1(Common) : void I [+d play1(Common) : void I'{+d play1(Common) : void
I'| +d readFile() : void I | +d readFile() : void | |+d readFile() : void I'|+d readFile() : void | +d readFile() : void
: +d getStreams() : Common(] : +d getStreams() : Common[] | | |+d getStreams() : Common[] : +d getStreams() : Common[] : +d getStreams() : Common(]
1
MP3File MediaFile MediaStream MP4File Player

filePath : String - filePath : String - data: byte[] - filePath : String + main(String[]) : void

mediaStreams : Common([] - mediaStreams : Common([] - KEY : byte[] - mediaStreams : Common([] +d decode(byte[]) : byte[]
+d decode(bytel[]) : byte[] +d decode(byte[]) : byte[] +d decode(bytel]) : byte[] +d decode(byte[]) : byte[] +d decodeFrame() : byte[]
+d decodeFrame() : byte[] +d decodeFrame() : byte[] +d decodeFrame() : byte[] +d decodeFrame() : byte[] +d decodeSample() : bytef]
+d decodeSample() : bytef] +d decodeSample() : byte[] +d decodeSample() : bytef] +d decodeSample() : byte[] +d getRawBytes() : byte[]
+d getRawBytes() : byte][] +d getRawBytes() : byte[] + getRawBytes() : byte][] +d getRawBytes() : byte[] + play(Common) : void
+d play(Common) : void +d play(Common) : void +d play(Common) : void +d play(Common) : void + play1(Common) : void
+d play1(Common) : void +d play1(Common) : void +d play1(Common) : void +d play1(Common) : void +d readFile() : void
+ readFile() : void +d readFile() : void +d readFile() : void + readFile() : void +d getStreams() : Common[]

getStreams() : Common[]

getStreams() : Common[]

+d

getStreams() : Common([]

getStreams() : Common[]

A . . :
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public class Player implements Common {
public byte[] merged1(Common as) {
/* send as.getRawBytes() to audio device */
}
public Common[] merged2(Common vs) {
/* send vs.getRawBytes() to video device */
}
public static void main(String[] args) {
Common player = CommonFactory.create(...);
Common[] mediaFiles = ..;
for (Common mf : mediaFiles)
for (Common ms : mf.getStreams())
if (myCheck.isInst(0, ms.getClass()))
player.merged1(ms);
else if (myCheck.isInst(1, ms.getClass()))
player.merged2(ms);
}
}

public class MP3File implements Common {
public byte[] mergedi() {
InputStream inputStream = ...;
byte[] data = new byte]...];
inputStream.read(data);
Common as = CommonFactory.create(...);
mediaStreams = new Common[[{as};
return data,;
}
}

public class MediaStream implements Common {
public static final byte[] KEY = ...;
public byte[] getRawBytes() {
byte[] decrypted = new byte[data.length];
for (inti=0; i < data.length; i++)
decrypted][i] = datali] * KEYTi];
return decode(decrypted);

}
public byte[] decode(byte[] data){ ... }



Object-Oriented Quality Metrics (Bansiya & Davis, 2002)

QMOOD understandability
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Overview

Resilience

Theory versus practice: involving the humans

A . . o
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Resilience (Collberg et al, 1997)

Programmer
(b) effort

A

Inter-
@ process —— full full
trilvia]_ Wleak strlong ful]_l onel—way ;zzzzc_lural__ strong full
- | | | >
ow high Global — weak strong
resilience resilience
Local —— trivial weak
| | Deobf-
| | >» uscator
t
Poly Exp effor
time time
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Abstract Intel’preta’[ion (Dalla Preda, Giacobazzi et al)

‘ \j'

Abstract domains model program properties
Abstract interpretation computes properties

Domains are partially ordered in terms of concreteness

Obfuscating transformation is less potent if it preserves more
concrete properties

Automatic deobfuscation of opaque predicates, e.g., f(x) | nZ

Not clear how this scales ...

A . . o
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Abstract |nterpretati0n (Dalla Preda, Giacobazzi et al)

c=a*b;
p = algebraic_function(a,b,c,x,y,z);
if (p ==0)
d=c+ 3;
else
a=c-d;

c=a*h;
d=c+3;

c=a*b;

p = check_aliasing_in_a graph(a,b,c,g,h,k);
if (p == false)
var, = var, op var; + const d=c+3;

/// else

a=c-d;

A . . o
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Tool-based metrics

Use attacker’s tools and heuristics
Model effort/time in terms of input size
Compute output size
Compute relevance of output
false positives/negatives
receiver operator curves (ROC)
recall and precision
pruning factors

Major problems:
predicting tool output
generallity of the results

A : : o
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Example 1: Disassembly Thwarting (Linn & Debray, 2003)

Confusion factor

CF = |A—P|/|A

with A = ground truth set of instruction addresses
and P = set determined by static disassembly

Conftusion factor (%)
PROGRAM LINEAR SWEEP (OBJDUMP) RECURSIVE TRAVERSAL COMMERCIAL (IDA PRrO)
Instructions | Basic blocks | Functions || Instructions | Basic blocks | Functions || Instructions | Basic blocks | Functions

compress93 43.93 63.68 100.00 30.04 40.42 75.08 75.81 91.53 87.37
gcC 34.46 53.34 99.53 17.82 26.73 72.80 5401 68.78 32.87
20 33.02 51.73 99.76 21.88 30.08 60.56 56.99 70.94 75.12
iipeg 30.18 60.83 99.75 25.77 38.04 69.99 68.54 85.77 83.04
li 4335 63.60 99.88 2722 38.23 76,77 70.93 37.88 84,91
m88ksim 4158 62.87 99.73 2434 35.72 77.16 70.44 87.16 87.16
perl 4234 63.43 99.75 27.99 39.82 76.18 68.64 84.62 87.13
— 33.08 55.16 99.65 23.03 35.61 86.00 5735 7455 91.29

Geo. mean || 39.09 | 5934 | 9975 [ 2476 | 3569 | 7443 || 6545 | 8140 | 8497

rf . . - . .
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Example 2: Patch Tuesday (coppens et al, 2013)

binary v1 binary v2

)
GUI diffing tool

manual code
inspection

vulnerability Exploit Wednesday

M . . o
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BinDiff on Patch Tuesday

4. IDA - E:\homelbcoppensiprivatelphdipresentation\before
File Edt Jump Search View Debugger Options ‘Windows Help

S EHie = [(Hid & 3 i@ @ of gl et F e X! > @ O [Nodebugger v| %[ g g
; 1]
| 7] Functions window g x IDA View-& ® Matched Functions W seatistics ® Primary Unmatched Secondary Unmatched [©] Hex view-a [A] structures 3]
Function name Seament A || similarity ' confide’ change EA primary name primary EA secondary name secondary con algorithm
(7] ink_proc it Lo ey - vou: o _ner_uegn UoUILOH _iu_er_vegn TG 1T LY
53l et et 1.00 0.99 08056250 _dl_receive_error 08056260 _dl_receive_error name hash matching
\E ;aH S text 1.00 0,99 08056710 _dl_debug_printf 080S66F0 _dI_debug_printf name hash matching
E d_u glnh_a\ dtors aux text 1.00 0.99 08056740 _d|_debug_printf_c 08056720 _dI_debug_printf_c name hash matching
E ;am; dumm}f - text 1.00 0.99 080568E0 _d\_initial_error_catch_tsd 080568C0 _dI_initial_error_catch_tsd name hash matching
Zl next Gser text 1.00 0.99 0806BAED __gconv_get_modules_db 0806BACO __geonv_get_modules_db name hash matching
z' veset— user text 1.00 0.99 0806BAFD __gconv_get_alias_db 0806BAD0 __geonv_get_alias_db name hash matching
@ name_an ol pessiicrdl_mekch 'text 1.00 0.99 08072D40 __gcony_get_cache 08072020 __geonv_get_cache name hash matching
@ check_J:uasswov d 'text 1.00 0.99 08073790 __gconv_release_shlib 08073770 __geonv_release_shlib name hash matching
@ main vtext 1.00 0.99 0807BBA0 wsscanf 0807BB80 wsscanf name hash matching
@ ibc_start_main vtext 1.00 0.99 0 g localtime 08086860 localtime: name hash matching
@ ;&ck_ane F 4 vtext 1.00 08086FF0 timelocal name hash matching
\E hh(’(he(_k standard_fds text —— 08093960 _dl_reloc_bad_type name hash matching
E _|IhC—CSLI |n?t - text 08095CD0 08095CB0 free_mem name hash matching
E 7Iihc7csu7ﬁm text 0809SEED 08095ECO free_mem_S name hash matching
Zl _evr;o Io_cat\on text " t 08096190 Jterm_proc name hash matching
z' ;it - text ma op 08048100 valloc name hash matching
) : 0804B1D0 pralloc name hash matching
| _cxa_atexit “text 1
% _new_ exitfn text l . 00 _EXIt 08067020 _IO_file_xsgetn name hash matching
e 1 ' 080SEFE0 parse_one_spec name hash matching
£ | malloc_init_state text . B
% malloc._atfork text l . 00 dl SYSlnfO |nt80 03049380 arena_get2 name hash matching
E free a—tfurk text 0807AFED parse_one_spec_0 name hash matching
\E ptmalloc_lock_sll text l .00 mALLOPt 0805A310 __gettextlex name hash matching
E ptmaﬂocuunlu;k Al text 08046820 mallopt name hash matching
(7] ptmllc_uiock a2 toxt 1.00 _dl_aux_init R e rane e kg
£] next_env_entr text ’ =
% ptmaﬂuc_x;it_mrnima\ text 1.00 SYSCOI‘IF (=152 :‘35: '"a:‘:?“g
Do
S| new_hea “text
(g ronem check_password i

(5] output window

File : ‘'dl-version.c'
File : 'libgecz.c'

sorting instructions
reconstructing flowgraphs
reconstructing functions
sinplifying functions

IDA specific post processing
writing. ..
CProtocolBufferliriter: iurite "C:/DOCUME~1/Stijn/LOCALS~1/Temp/zynanics/BinDiff/240/prinary/before. BinExpore"
before: 1.33 seconds processing, 0.50 seconds writing

before: exported 726 functions with 82098 instructions in 1.85 seconds

8.402 seconds for exports...

2.043 seconds for matching.

Sending result to BinDiff GUI...

Python
AU:  didle Dowmn Disk: 1GB

A . . o
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BinDiff on Patch Tuesday

MOMII0S  check password
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BinDiff on Patch Tuesday

80%

60%

Recall
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Pruning



Software Diversification

I I ——————

diversifying compiler
\1

s OB

compiler

binary v1 binary v2

M . : o
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Indiff on Patch Tuesday

IDA Yiew-4 ‘ (,‘ Matched Functions [£J \ “ Statistics (,‘ Primary Unmatched (,‘ Secondary Unmatched @ Hex View-A @ Structures E Enu < E]
similarit confide change EA primary name primary EA secondary name secondary con algorithm ~
0.24 0.44 GI--E-- 08076887 sub_8076887_384 0808D8C1 sub_808DBC1_1458 call reference matching
0.25 0.40 GI-E-- 0B063BED sub_B8063B6D_265 0804F0A3 sub_804F0A3_701 call sequence matching(sequence)
0.25 0.83 GIJ-L- 0807C115 sub_807C115_453 0804EE07 sub_804EE07_698 call sequence matching{exact)
0.25 0.71  GI-JE-- 080907C9 sub_80907C9_607 08055303 sub_B8055303_785 call sequence matching{sequence)
0.26 0.47 GI-JE.. DB04ABFC sub_804ABFC_21 080SCEC1 sub_B0SCEC1_866 call sequence matching(sequence)
0.26 0.48  GI--E-- 08057875 sub_80S7B75_86 080582C9 sub_80582C9_834 edges callgraph MD index
0.29 0.54 GI--E-- 08057194 sub_8057194_74 08058655 sub_8058655_836 edges callgraph MD index
0.29 0.69 GI-JEL- 08054BA4 sub_8054BA4_43 080872D6 sub_80872D6_1374 call sequence matching{sequence)
0.30 0,99 G----L- 08082234 sub_8082234_535 08063405 sub_B8063A05_949 call reference matching
0.31 0.94  GI---LC 080484ES sub_80484E8_7 080613BD sub_80613BD_916 call reference matching
0.31 0.41  GI-E-- 0B07F7FA sub_807F7FA_S06 03050C49 sub_8050C49_714 call sequence matching{sequence)
0.32 0.64 GI-E-- 0808D103 sub_808D103_599 0807E1CE sub_807E1CE_1261 call sequence matching(sequence)
0.35 0,99 GI----- 08078564 sub_8078564_415 08094E92 sub_8094E92_1545 string references
0.37 0.66  GI-EL- 0806379D sub_806379D_263 0804E306 sub_B804E306_690 call sequence matching{sequence)
0.37 0,99 GI----- 08084439 sub_8084439_573 080810BC sub_80810BC_1304 call reference matching
0.39 0,99 G----L- 0B07E025 sub_807E025_473 08077DDC sub_8077DDC_1193 call reference matching
0.39 099 G----L- 08064C7E sub_8064C7E_277 08082C32 sub_8082C32_1330 string references
0.39 0.73 GI-E-- 08061464 sub_B806146A_244 0304ED78 sub_B804ED78_697 call sequence matching{sequence)
0.40 (el (S 08048C37 sub_8048C37_13 08086713 sub_808B713_1424 call reference matching
0.40 0,99 G----L- DB0SABAE sub_80SASAE_153 08068268 sub_8068268_1005 call reference matching
0.41 099 GI---L- 08077BSD sub_8077B5D_412 0807F3DS sub_807F3D5_1278 call reference matching
0.42 0.73  GI-JE-- 080841AS sub_80841A5_572 080SB0SA sub_B80SBOSA_863 call sequence matching(sequence)
0.42 0,99 GI---L- 0B80SS10E sub_80SS10E_46 08054265 sub_B805SA265_854 call reference matching
0.42 098 GI---L- 0805ABB4 sub_805ABB4_155 08076638 sub_807BB38_1234 string references
0.43 0.99 GI---l- 0807D674 sub_807D67A_466 0B8089ESC sub_S089ESC_1406 call reference matching
0.44 0.81 GI-J-L- 080486F6 sub_80486F6_11 08080EAA sub_S080EAA_1303 call reference matching
0.44 0,99 G----L- 0B0SF728 sub_80SF728_232 080734AD sub_B8073AAD_1154 call reference matching
A aa Ann  ~r e anannanea L Annansa Fom AnAmsAna L AAmsARA dema I

<
Line 616 of 616
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BinDiff on Diversified Code
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Other tools

A

spire
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bzip2
recall png_debian
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25 Years of Software Obfuscation —
Can It Keep Pace with Progress in Code Analysis?

(Schrittwieser et al, 2013) =

Code analysis categories Example

Pattern matching Malware signatures

Automated static analysis Heuristic malware detection

Automated dynamic analysis Malware analysis in the labs of anti-virus vendors

Human-assisted analysis Reverse engineering

Attacker's aims Example

Finding the location of data (LD) Extraction of licensing keys from binary

Finding the location of program Finding the location of a copy protection mechanism

functionality in the code (LC)

Extraction of code fragments (EC) Extraction of code fragments for rebuilding
verification routines for licensing keys

Understanding the program (UC) Understand a proprietary cipher in order to start
cryptanalysis attempts

A . . o
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25 Years of Software Obfuscation —
Can It Keep Pace with Progress in Code Analysis?

(Schrittwieser et al, 2013)

Converting static data to procedures

Patterns Automated static Automated dynamic Human assisted
Name I...D|LC LD|lJC|EC|UC I..DlI..C|EC|UC [.D|LC|EC|IJC
Data obfuscation |
Reordering data
Changing encodings

| Static code rewriting

ﬁ

Replacing instructions

Opague predicates
Inserting dead code

- —

Inserting immelevant code

Reordering

Loop transformations

Method splitting/recombination

Aliasing

Control flow flattening
Parallelized code

Mame scrambling

Removing standard library calls

Breaking relations

| Dynamic code rewriting

Packing/Encryption
Dynamic code modifications

Environmen tal requirement
Hardware-assisted code obfuscation




Discussion

What program fragments matter?

What representation to use?
Sound vs unsound
Static vs. dynamic vs. hybrid

Depends on level of expertise, application,
type of assets, threat on the asset, attack step

A : : o
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input

Reverse-engineering obfuscated programs (Debray et al, 2014)

no obfuscation-specific assumptions
treat programs as input-to-output transformations
use semantics-preserving transformations to simplify execution

traces

dynamic analysis to handle runtime unpacking

-

S Taint analysis
O (bit-level)
o

Semantics-
preserving
transformations /
simplifications

Control flow
reconstruction

A . . o
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Trace simplification

execution trace input-to-output computation

input (further simplified)
S o
® °
(@
C
-]
h'4
(&)
® °
(@
C
-] .
input
. output
output

instructions “tainted” as propagating
values from input to output

A . . o
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" . . __— - - .
Semantic-preserving” simplification
Quasi-invariant locations: locations that have the same value at each use.
Their transformations (currently):
adaptation of constant folding to execution traces
consider quasi-invariant locations as constants

controlled to avoid over-simplification

E.g., convert indirect jump through a quasi-invariant location into a direct
jump

use pattern-driven rules to identify and simplify data movement.
need to consider implicit destinations, e.g., condition code flags.

A . . o
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Example:
6 |

original

/\-

N/

hemida Emulation Obfuscation

obfuscated (cropped) deobfuscated

(>

—
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Discussion

What program fragments matter?

What representation to use?
Sound vs unsound
Static vs. dynamic vs. hybrid

Depends on level of expertise, application,
type of assets, threat on the asset, attack step

A _ : o
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Overview
T

o ASPIRE In a nutshell

o Modelling attacks

o Evaluation Criteria
o Metrics of complexity

o Resilience

o Theory versus practice: involving the humans

fﬂspire : Advanced Software Protection: Integration, Research and Exploitation ISSISP 2014 - 30 July



Experiments with Human Subjects

What is the real protection provided?
For identification/engineering

For exploitation
Which protection is better?
Against which type of attacker?
How fast do subjects learn to attack protections?
Which attack methods are more likely to be used?

Which attack methods are more likely to succeed?

A . . o
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Experiments with Human Subjects

Very hard to set up and get right
with students: cheap but representative?
with experts: expensive, but controlled?

what to test? (bunsmore & Roper, 2000)
maintenance
recall

subjective rating
fill in the blank

mental simulation

How to extrapolate

fﬂspire : Advanced Software Protection: Integration, Research and Exploitation ISSISP 2014 - 30 July



How not to do It (sutherland, 2006)

Table 1 Reverse engineering experiment framework
Session Event Test Program Task Duration Total
object function (min) duration (min)
Morning Initial assessment
session Program Set A 1 Hello World Static 15 35
(debug option enabled) Dynamic 10
Modify 10
2 Date Static 10 30
Dynamic 10
Modify 10
3 Bubble Sort Static 15 45
Dynamic 15
Modify 15
4 Prime Number Static 15 45
Dynamic 15
Modify 15
Lunch
Afternoon Program Set B 5 Hello World Static 10 30
session (debug option disabled) Dynamic 10
Modify 10
6 Date Static 10 30
Dynamic 10
Modify 10
7 GCD Static 15 45
Dynamic 15
Modify 15
8 LIBC Static 15 45
Dynamic 15
Modify 15

Exit questionnaire




How not to do It (sutherland, 2006)

2.5

—&— Ability
w120 ScOre

Normalized Data

0.5

1 2 3 4 5 6 7 8 9 10
Test Subject
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How not to do It (sutherland, 2006)

Table 4 Source code metrics debug disabled

Correlation

Source program Hello World Date GCD LIBC
Test object 5 6 7 8

Mean grade per test object 1.350 1.558 1.700 1.008
Metric

Lines of code 6 10 49 665
Software length? 7 27 40 59
Software vocabulary? 6 14 20 21
Software volume® 18 103 178 275
Software level® 0.667 0.167 0.131 0.134
Software difficulty® 1.499 5.988 7.633 7.462
Effort® 27 618 2346 5035
Intelligence?® 12 17 17 19
Software time® 0.001 0.001 0.2 0.4
Language level® 8 2.86 2.43 2.3
Cyclomatic complexity 1 1 3 11

—0.3821
—0.3922
—0.0904
—0.4189
—0.1045

0.0567
—0.5952
—0.1935
—0.5755
—0.0743
—0.7844

8 Halstead metrics.

A . . o
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How to do it?
(Tonella et al, 2007; Ceccato et al, 2014; Scandariato et al, 2013)

24

A . . o
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Static Analysis vs. Penetration Testing (Scandariato, 2013)

- Subjects described in detall

Programming skills Expertise in security
7 7 9
6 6
2 5 8 5
c c
o @
j= [«
S 4 S 4
= =
8 1
o o
g g
Z 2 =z 2
1 1
0 - 0 —
] 1] o = o)) o @ =
s & =2 8 s 2 T 3
e s ¥ 3 e E & 3
= 2 = = = & ® =
il N il il —_
= o
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Static Analysis vs. Penetration Testing (Scandariato, 2013)

o Training and experiment described in detall

Pebble (Lab 1)

fﬂspire :

Training &
warm-up

[ Entry questionnaire]

Source
code

Static analysis
with Fortify SCA

N Y
s
r N
Penetration testing
with Burp Suite F‘AW

o

ST

S e

Virtual machines with
running application

e
1

Apache Roller (Lab 2)

Virtual machines with
running application

(B

Penetration testing

with Burp Suite
. rF-y
W/
2 k.

Static analysis
with Fortify SCA

G

‘.c':.-:.' \_.1‘:._
Source FPR
code file

[ Exit questionnaire ]




Static Analysis vs. Penetration Testing (Scandariato, 2013)

Rigorous statistical analysis of the results

‘ \j'

Measure Definition Formula Wish
TP True positive An actual vulnerability is correctly high
reported by the participant (a.k.a.
correct result)
FP False positive A vulnerability is reported by the low
participant but it is not present in
the code (a.k.a. error, incorrect re-
sult, false alarm)
TOT  Reported vul-  The total number of vulnerabilities = TP + FP —
nerabilities reported by the participant
TIME Time The time (in hours) that it takes the low
participant to complete the task
PREC Precision Percentage of the reported vulner- TP/ TOT high
abilities that are correct
PROD Productivity Number of correct results produced TP / TIME high

A . . o
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Static Analysis vs. Penetration Testing (Scandariato, 2013)

o Rigorous statistical analysis of the results

TOT TP FP
o | Tl o]
<t ol ol
-
]
i
o | : o
o o i [N
=
E wn Te) 5
= — —_
=
o
O &
@
= o o
= — -
o
=
wqb— Te]
o 4 4 o i L o | J

SA PT SA PT SA PT

Fig. 5. Boxplot of reported results (TOT), correct results (TP) and false alarms
(FP)
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Static Analysis vs. Penetration Testing (Scandariato, 2013)

Rigorous statistical analysis of the results

In order to enable the replication of this study, all the data
used in this paper is available online [11]. The data analysis is
performed with R. Given the limited sample size, the analysis
presented in this section makes use of non parametric tests.
In particular, the location shifts between the two treatments
are tested by means of the Wilcoxon signed-rank test for
paired samples. The same test is used to analyze the exit
questionnaire. A significance level of 0.05 is always used. The
95% confidence intervals are computed by means of the one-
sample Wilcoxon rank-sum test. The association between two
variables is studied by means of the Spearman rank correlation
coefficient. A correlation is considered only if the modulus
of the coefficient is at least 0.70 and the p-value of the
significance test is smaller than 0.05.

We can reject the null hypothesis HOT P and conclude that
static analysis produces, on average, a higher number of
correct results than penetration testing.

A . . o
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Static Analysis vs. Penetration Testing (Scandariato, 2013)

§

o Threats to validity discussed

conclusion validity
= conclusions about the relationship among variables based on the data

internal validity
= causal conclusion based on a study is warranted

external validity
= generalized (causal) inferences
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Effectiveness & effeciency source code obfuscation
(Ceccato et al, 2014)

o Compare identifier renaming with opaque predicates
o All positive aspects seen before
o Much more extensive experiment

o And still they screw up somewhat ...
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Clear code fragment chat program

public void addUser ToList(String strRoonmNane, String strUser)

{
Roonfabltem tab = get Roon( st r RoomNane) ;

if(tab !'= null)
t ab. addUser ToLi st (str User);
}

public void renoveUser FronLi st (String strRoomNane, String strUser)

{
Roomlabltem tab = get Roon( st r RoomNane) ;

if(tab !'= null)
t ab. renoveUser Fronili st (strUser);
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Fragment with renamed identifiers

public void k(String s, String sl)

{
h hl = h(s);
if(hl !'= null)
hl. k(sl);
}
public void I (String s, String sl)
{
h hl = h(s);
if(hl !'= null)
hl.l(sl);
}
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Fragment with opaque predicates

public void renoveUser Fronlist(String strRoomNane, String strUser) {
Roomrabltemtab = null;
If (Node.getl() != Node.getH()) {
Node. getl (). getLeft().swap(Node.getl().getRight());
tab. transf er FocusUpCycl e();
} else {
Node. get F() . swap( Node. get 1 ());
tab = get Roon{strRoonNane) ;

}
I f (Node.getl() !'= Node.getH()) {
recei ver.getd ass(). get Annotations();
Node. get H() . get Ri ght () . swap(Node. get ) . get Left());
} else {
I f (tab !'= null)
I T (Node.getl() != Node.getH()) {
Node. get F() . set Left (Node. get J ) . getRi ght());
roonLi st . cl ear Sel ecti on();
} else {
Node. get | (). swap( Node. get H() ) ;
t ab. renoveUser Fromnii st (strUser);

Nod}é. getl().getLeft().swap(Node.getF().getRi ght());
}
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