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programs which were protected by software tamper resistant 
transformations they proposed is a NP-complete problem. S. 
Chow et al. [18] did a similar work. 

B. Evaluation based on Attack 

Researches in this group measure or proof the effectiveness 
of protection techniques from the view of attack.  

M. Ceccato et al. [9] proposed two manual experiments to 
empirically measure the effectiveness of identifier renaming, 
which is an instance of layout obfuscation. I. Sutherland et al. 
[10] did a similar work, but focused on the reverse engineering 
process for binary code. Both M. Ceccato and I. Sutherland 
analyzed factors affecting attack process, for example, 
attacker’s ability, but none specific metric was proposed.  

As well as manually assessment, several anti-protection 
technologies were used too. C. Linn and S. Debray[19] used 
three different disassemblers to evaluate the code obfuscation 
techniques they proposed, and S. Udupa[11] proposed 
deobfuscation approaches to evaluate control flow flattening 
obfuscation. J. Hamilton and S. Danicic [22] evaluated Java 
static watermarking algorithms by obfuscating, which can be 
treated as a technique for distortive attacks. Except theoretical 
analysis, C. Wang et al. [17] also proved the effectiveness of 
the transformation they proposed with a control-flow analysis 
tool.  

Technically, the evaluation approach in this paper belongs 
to the second group, but acts differently: firstly, we believe all 
software (a program which is made up of a sequence of code) 
are the same to attackers, therefore, the approach we proposed 
does not aim at a specific protection technology; secondly, we 
propose a metric and a method for counting the metric; thirdly, 
rather than doing manual attacks or developing specific attack 
tools, we use an attack model to describe software attacks. 
Note that H. Goto et al. [21] applied parse tree to evaluate the 
difficulty of reading tamper-resistant software, however, 
instead of attacks, they used the model to describe software. 

III. ATTACK MODELING BASED ON PETRI NET 

Attack model has been widely used in information security. 
Most time it focuses on how to document attacks in a 
structured and reusable form [12]. J. Steffan and M. 
Schumacher [13] compared attack models with programming 
guidelines, pattern languages, evaluation criteria, and 
vulnerability databases, and proved that attack model to be the 
most suitable way to support discovery and avoidance of 
security vulnerabilities.  

In this section, we make a list of the key information 
included in one software attack process, define the attack 
model based on Marked Petri Net, and instantiate Token in it. 

A. Key Information in Software Attack 

[13] listed six types of information contained in an informal 
attack description. Based on this list, we made a new list for 
software attack description. (Fig. 1, Table I). 

Software 
Attack

Goal

Method 1

Method 2

……

State 1

State 2

……

Technique

Sub-goal

Action

Precondition

Influence

 

Figure 1.  Key information and their relationship 

TABLE I.   KEY INFORMATION IN ONE SOFTWARE ATTACK PROCESS 

Name Meaning 

Goal 
Goal is the purpose of one software attack process, and 
normally stands for getting or modifying assets 
contained in software. 

Method 
A Method stands for one possible way to achieve Goal.  
Usually, more than one Method will be included in one 
software attack process. 

State 
The sequence of States stands for the detailed process 
of software attack.  Sometimes, State can be treated as 
step in software attack process. 

Technique 
Technique stands for the attack technique which may be 
used in the software attack process.  

Sub-goal A Sub-goal stands for the goal of a attack technique. 

Action 
Action is the dynamic information in software attack, 
and stands for performing an attack technique. 

Precondition 
Precondition is the condition of performing an attack 
technique. 

Influence 
Influence is the consequence of performing an attack 
technique. 

“What’s the condition of attack?”, “If attack can be 
executed or not?”, and “What will happen after the execution?” 
are some of the essential questions in the effectiveness 
evaluation of software protection. Thus, precondition, action, 
and influence are important elements needing to be described. 

One of the most popular attack models is Attack Tree [14]. 
It is a tree structure to describe the security of systems, with the 
Goal as the root node and different Methods as leaf nodes. 
State and Sub-goal are the other nodes in the tree, and there are 
two kinds of interdependencies of States: AND node and OR 
node [14]. But Attack Tree cannot describe Precondition, 
Action, and Influence precisely.  

In this paper, we prefer Petri Net (C. A. Petri, 1962), which 
is a net-like graph and carries more information than Attack 
Tree. 

B. Software Attack Model based on Marked Petri Net 

Petri Net describes four aspects of a system: states, events, 
conditions, and the relationships among them. When condition 
was satisfied, related event would occur; the occurrence of 
event would change the states in the system and cause some 
other conditions to be satisfied [15]. A basic Petri Net is a tuple 
PN= (P, T, F) where: 

x P is a finite set of states, represented by circles. 

x T is a finite set of events, represented by rectangles.  

x F⊆ {T×P}∪{P×T} , is a multiset of directed arcs. 

x P∪T≠Ø, P∩T＝Ø. 

Fig. 2 is an example of Petri Net. P={p0, p1, p2, p3, p4}is a 
set of states, T={t0, t1, t2, t3, t4, t5} is a set of events, p0 is input 
of t0, and p1 is output of t0; at the same time, t0 is the output of 
p0, and the input of p1. Besides, p0’s next Place is p1. 
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Figure 2.  Example of Petri Net 

P, T, F are static properties of Petri Net, and fit well with 
Goal, State, Technique, Sub-goal, and Method in Table I. If we 
treat Fig. 2 as a process of software attack, then the key 
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static watermarking algorithms by obfuscating, which can be 
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analysis, C. Wang et al. [17] also proved the effectiveness of 
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tool.  

Technically, the evaluation approach in this paper belongs 
to the second group, but acts differently: firstly, we believe all 
software (a program which is made up of a sequence of code) 
are the same to attackers, therefore, the approach we proposed 
does not aim at a specific protection technology; secondly, we 
propose a metric and a method for counting the metric; thirdly, 
rather than doing manual attacks or developing specific attack 
tools, we use an attack model to describe software attacks. 
Note that H. Goto et al. [21] applied parse tree to evaluate the 
difficulty of reading tamper-resistant software, however, 
instead of attacks, they used the model to describe software. 

III. ATTACK MODELING BASED ON PETRI NET 

Attack model has been widely used in information security. 
Most time it focuses on how to document attacks in a 
structured and reusable form [12]. J. Steffan and M. 
Schumacher [13] compared attack models with programming 
guidelines, pattern languages, evaluation criteria, and 
vulnerability databases, and proved that attack model to be the 
most suitable way to support discovery and avoidance of 
security vulnerabilities.  

In this section, we make a list of the key information 
included in one software attack process, define the attack 
model based on Marked Petri Net, and instantiate Token in it. 

A. Key Information in Software Attack 

[13] listed six types of information contained in an informal 
attack description. Based on this list, we made a new list for 
software attack description. (Fig. 1, Table I). 
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TABLE I.   KEY INFORMATION IN ONE SOFTWARE ATTACK PROCESS 

Name Meaning 

Goal 
Goal is the purpose of one software attack process, and 
normally stands for getting or modifying assets 
contained in software. 

Method 
A Method stands for one possible way to achieve Goal.  
Usually, more than one Method will be included in one 
software attack process. 

State 
The sequence of States stands for the detailed process 
of software attack.  Sometimes, State can be treated as 
step in software attack process. 

Technique 
Technique stands for the attack technique which may be 
used in the software attack process.  

Sub-goal A Sub-goal stands for the goal of a attack technique. 

Action 
Action is the dynamic information in software attack, 
and stands for performing an attack technique. 

Precondition 
Precondition is the condition of performing an attack 
technique. 

Influence 
Influence is the consequence of performing an attack 
technique. 

“What’s the condition of attack?”, “If attack can be 
executed or not?”, and “What will happen after the execution?” 
are some of the essential questions in the effectiveness 
evaluation of software protection. Thus, precondition, action, 
and influence are important elements needing to be described. 

One of the most popular attack models is Attack Tree [14]. 
It is a tree structure to describe the security of systems, with the 
Goal as the root node and different Methods as leaf nodes. 
State and Sub-goal are the other nodes in the tree, and there are 
two kinds of interdependencies of States: AND node and OR 
node [14]. But Attack Tree cannot describe Precondition, 
Action, and Influence precisely.  

In this paper, we prefer Petri Net (C. A. Petri, 1962), which 
is a net-like graph and carries more information than Attack 
Tree. 

B. Software Attack Model based on Marked Petri Net 

Petri Net describes four aspects of a system: states, events, 
conditions, and the relationships among them. When condition 
was satisfied, related event would occur; the occurrence of 
event would change the states in the system and cause some 
other conditions to be satisfied [15]. A basic Petri Net is a tuple 
PN= (P, T, F) where: 

x P is a finite set of states, represented by circles. 

x T is a finite set of events, represented by rectangles.  

x F⊆ {T×P}∪{P×T} , is a multiset of directed arcs. 

x P∪T≠Ø, P∩T＝Ø. 

Fig. 2 is an example of Petri Net. P={p0, p1, p2, p3, p4}is a 
set of states, T={t0, t1, t2, t3, t4, t5} is a set of events, p0 is input 
of t0, and p1 is output of t0; at the same time, t0 is the output of 
p0, and the input of p1. Besides, p0’s next Place is p1. 
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P, T, F are static properties of Petri Net, and fit well with 
Goal, State, Technique, Sub-goal, and Method in Table I. If we 
treat Fig. 2 as a process of software attack, then the key 
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Example:	
  class	
  hierarchy	
  fla<ening	
  
public	
  class	
  Player	
  {	
  
	
  	
  	
  public	
  void	
  play(AudioStream	
  as)	
  {	
  
	
  	
  	
  	
  	
  	
  /*	
  send	
  as.getRawBytes()	
  to	
  audio	
  device	
  */	
  
	
  	
  	
  }	
  
	
  	
  	
  public	
  void	
  play(VideoStream	
  vs)	
  {	
  
	
  	
  	
  	
  	
  	
  /*	
  send	
  vs.getRawBytes()	
  to	
  video	
  device	
  */	
  
	
  	
  	
  }	
  
	
  	
  	
  public	
  sta.c	
  void	
  main(String[]	
  args)	
  {	
  
	
  	
  	
  	
  	
  	
  Player	
  player	
  =	
  new	
  Player();	
  
	
  	
  	
  	
  	
  	
  MediaFile[]	
  mediaFiles	
  =	
  ...;	
  
	
  	
  	
  	
  	
  	
  for	
  (MediaFile	
  mf	
  :	
  mediaFiles)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  for	
  (MediaStream	
  ms	
  :	
  mf.getStreams())	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  if	
  (ms	
  instanceof	
  AudioStream)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  player.play((AudioStream)ms);	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  else	
  if	
  (ms	
  instanceof	
  VideoStream)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  player.play((VideoStream)ms);	
  
	
  	
  	
  }	
  
}	
  
public	
  class	
  MP3File	
  extends	
  MediaFile	
  {	
  
	
  	
  	
  protected	
  void	
  readFile()	
  {	
  
	
  	
  	
  	
  	
  	
  InputStream	
  inputStream	
  =	
  ...;	
  
	
  	
  	
  	
  	
  	
  byte[]	
  data	
  =	
  new	
  byte[...];	
  
	
  	
  	
  	
  	
  	
  inputStream.read(data);	
  
	
  	
  	
  	
  	
  	
  AudioStream	
  as	
  =	
  new	
  MPGAStream(data);	
  
	
  	
  	
  	
  	
  	
  mediaStreams	
  =	
  new	
  MediaStream[]{as};	
  
	
  	
  	
  	
  	
  	
  return;	
  
	
  	
  	
  }	
  
}	
  
public	
  abstract	
  class	
  MediaStream	
  {	
  
	
  	
  	
  public	
  sta.c	
  final	
  byte[]	
  KEY	
  =	
  ...;	
  
	
  	
  	
  public	
  byte[]	
  getRawBytes()	
  {	
  
	
  	
  	
  	
  	
  	
  byte[]	
  decrypted	
  =	
  new	
  byte[data.length];	
  
	
  	
  	
  	
  	
  	
  for	
  (int	
  i	
  =	
  0;	
  i	
  <	
  data.length;	
  i++)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  decrypted[i]	
  =	
  data[i]	
  ^	
  KEY[i];	
  
	
  	
  	
  	
  	
  	
  return	
  decode(decrypted);	
  
	
  	
  	
  }	
  
	
  	
  	
  protected	
  abstract	
  byte[]	
  decode(byte[]	
  data);	
  
}	
  

Object

MediaStream

- data : byte[]
- KEY : byte[]
# decode(byte[]) : byte[]
+ getRawBytes() : byte[]

Player

main(String[]) : void+
+ play(AudioStream) : void
+ play(VideoStream) : void

AudioStream

# audioBuffer : int[]
# decode(byte[]) : byte[]
# decodeSample() : byte[]

VideoStream

# videoBuffer : int[][]
# decode(byte[]) : byte[]
# decodeFrame() : byte[]

MP3File

# readFile() : void

XvidStream

# decodeFrame() : byte[]
DTSStream

# decodeSample() : byte[]

MP4File

# readFile() : void

# decodeSample() : byte[]
MPGAStream

MediaFile

# filePath :  String
# mediaStreams : MediaStream[]
# readFile() : void
+ getStreams() : MediaStream[]



public	
  class	
  Player	
  implements	
  Common	
  {	
  
	
  	
  	
  public	
  byte[]	
  merged1(Common	
  as)	
  {	
  
	
  	
  	
  	
  	
  	
  /*	
  send	
  as.getRawBytes()	
  to	
  audio	
  device	
  */	
  
	
  	
  	
  }	
  
	
  	
  	
  public	
  Common[]	
  merged2(Common	
  vs)	
  {	
  
	
  	
  	
  	
  	
  	
  /*	
  send	
  vs.getRawBytes()	
  to	
  video	
  device	
  */	
  
	
  	
  	
  }	
  
	
  	
  	
  public	
  sta.c	
  void	
  main(String[]	
  args)	
  {	
  
	
  	
  	
  	
  	
  	
  Common	
  player	
  =	
  CommonFactory.create(…);	
  
	
  	
  	
  	
  	
  	
  Common[]	
  mediaFiles	
  =	
  ...;	
  
	
  	
  	
  	
  	
  	
  for	
  (Common	
  mf	
  :	
  mediaFiles)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  for	
  (Common	
  ms	
  :	
  mf.getStreams())	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  if	
  (myCheck.isInst(0,	
  ms.getClass()))	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  player.merged1(ms);	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  else	
  if	
  (myCheck.isInst(1,	
  ms.getClass()))	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  player.merged2(ms);	
  
	
  	
  	
  }	
  
}	
  
public	
  class	
  MP3File	
  implements	
  Common	
  {	
  
	
  	
  	
  public	
  byte[]	
  merged1()	
  {	
  
	
  	
  	
  	
  	
  	
  InputStream	
  inputStream	
  =	
  ...;	
  
	
  	
  	
  	
  	
  	
  byte[]	
  data	
  =	
  new	
  byte[...];	
  
	
  	
  	
  	
  	
  	
  inputStream.read(data);	
  
	
  	
  	
  	
  	
  	
  Common	
  as	
  =	
  CommonFactory.create(…);	
  
	
  	
  	
  	
  	
  	
  mediaStreams	
  =	
  new	
  Common[]{as};	
  
	
  	
  	
  	
  	
  	
  return	
  data;	
  
	
  	
  	
  }	
  
}	
  
public	
  class	
  MediaStream	
  implements	
  Common	
  {	
  
	
  	
  	
  public	
  sta.c	
  final	
  byte[]	
  KEY	
  =	
  ...;	
  
	
  	
  	
  public	
  byte[]	
  getRawBytes()	
  {	
  
	
  	
  	
  	
  	
  	
  byte[]	
  decrypted	
  =	
  new	
  byte[data.length];	
  
	
  	
  	
  	
  	
  	
  for	
  (int	
  i	
  =	
  0;	
  i	
  <	
  data.length;	
  i++)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  decrypted[i]	
  =	
  data[i]	
  ^	
  KEY[i];	
  
	
  	
  	
  	
  	
  	
  return	
  decode(decrypted);	
  
	
  	
  	
  }	
  
	
  	
  	
  public	
  byte[]	
  decode(byte[]	
  data){	
  …	
  }	
  
}	
  

Example:	
  class	
  hierarchy	
  fla<ening	
  

« interface » Common
+ decode(byte[]) : byte[]
+ decodeFrame() : byte[]
+ decodeSample() : byte[]
+ getRawBytes() : byte[]
+ play(Common) : void
+ play1(Common) : void
+ readFile() : void
+ getStreams() : Common[]

XvidStream
- videoBuffer : int[][]
- data : byte[]
- KEY : byte[]
+ decode(byte[]) : byte[]
+ decodeFrame() : byte[]
+d decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void
+d getStreams() : Common[]

MP3File
- filePath : String
- mediaStreams : Common[]
+d decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+d getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+ readFile() : void
+ getStreams() : Common[]

- filePath : String
- mediaStreams : Common[]

MediaFile

+d decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+d getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void
+ getStreams() : Common[]

- data : byte[]
- KEY : byte[]

MediaStream

+d decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void
+d getStreams() : Common[]

Player
+ main(String[]) : void
+d decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+d getRawBytes() : byte[]
+ play(Common) : void
+ play1(Common) : void
+d readFile() : void
+d getStreams() : Common[]

MP4File
- filePath : String
- mediaStreams : Common[]
+d decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+d getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+ readFile() : void
+ getStreams() : Common[]

AudioStream
# audioBuffer : int[]
- data : byte[]
- KEY : byte[]
+ decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void
+d getStreams() : Common[]

VideoStream
# videoBuffer : int[][]
- data : byte[]
- KEY : byte[]
+ decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void
+d getStreams() : Common[]

MPGAStream
- audioBuffer : int[]
- data : byte[]
- KEY : byte[]
+ decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+ decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void
+d getStreams() : Common[]

DTSStream
- audioBuffer : int[]
- data : byte[]
- KEY : byte[]
+ decode(byte[]) : byte[]
+d decodeFrame() : byte[]
+ decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void
+d getStreams() : Common[]



Result	
  of	
  class	
  hierarchy	
  fla<ening	
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  of	
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2.	
  So3ware	
  analysis	
  complexity	
  metrics	
  

•  Abstract	
  interpreta1on	
  
–  Abstract	
  domains	
  model	
  program	
  proper1es	
  
–  Domains	
  are	
  par1ally	
  ordered	
  in	
  terms	
  of	
  concreteness	
  

–  Obfusca1ng	
  transforma1on	
  is	
  less	
  potent	
  if	
  it	
  preserves	
  
more	
  concrete	
  proper1es	
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Example:	
  opaque	
  predicates	
  

c	
  =	
  a	
  *	
  b;	
  
d	
  =	
  c	
  +	
  3;	
  

c	
  =	
  a	
  *	
  b;	
  
p	
  =	
  algebraic_func1on(a,b,c,x,y,z);	
  
if	
  (p	
  ==	
  0)	
  
	
  	
  	
  d	
  =	
  c	
  +	
  3;	
  
else	
  	
  
	
  	
  	
  a	
  =	
  c	
  -­‐	
  d;	
  

c	
  =	
  a	
  *	
  b;	
  
p	
  =	
  check_aliasing_in_a_graph(a,b,c,g,h,k);	
  
if	
  (p	
  ==	
  false)	
  
	
  	
  	
  d	
  =	
  c	
  +	
  3;	
  
else	
  	
  
	
  	
  	
  a	
  =	
  c	
  -­‐	
  d;	
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var1	
  =	
  var2	
  op	
  var3	
  +	
  const	
  



3.	
  Graph	
  and	
  informa1on	
  theory	
  
•  Cycloma1c	
  complexity:	
  	
  

	
  
#edges	
  −	
  #nodes	
  +	
  2	
  #connected	
  components	
  

•  Entropy	
  
–  on	
  sta1c	
  graphs	
  
–  using	
  a	
  range	
  of	
  models	
  
–  on	
  dynamic	
  graphs	
  
–  on	
  program	
  traces	
  	
  
–  on	
  variable	
  names	
  (?)	
  

	
  

7	
  

2	
  

1	
  

3	
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8	
  

4	
  

...(234)10...(234)10...(234)10	
  ...	
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4.	
  Tool-­‐based	
  metrics	
  

•  A<acker’s	
  tools,	
  heuris1cs	
  and	
  mental	
  models	
  
1.  Model	
  effort/1me	
  in	
  terms	
  of	
  input	
  size	
  	
  
2.  Compute	
  output	
  size	
  
3.  Compute	
  relevance	
  of	
  output	
  

•  false	
  posi1ves/nega1ves	
  
•  receiver	
  operator	
  curves	
  (ROC)	
  
•  recall	
  and	
  precision	
  
•  pruning	
  factors	
  

programs which were protected by software tamper resistant 
transformations they proposed is a NP-complete problem. S. 
Chow et al. [18] did a similar work. 

B. Evaluation based on Attack 

Researches in this group measure or proof the effectiveness 
of protection techniques from the view of attack.  

M. Ceccato et al. [9] proposed two manual experiments to 
empirically measure the effectiveness of identifier renaming, 
which is an instance of layout obfuscation. I. Sutherland et al. 
[10] did a similar work, but focused on the reverse engineering 
process for binary code. Both M. Ceccato and I. Sutherland 
analyzed factors affecting attack process, for example, 
attacker’s ability, but none specific metric was proposed.  

As well as manually assessment, several anti-protection 
technologies were used too. C. Linn and S. Debray[19] used 
three different disassemblers to evaluate the code obfuscation 
techniques they proposed, and S. Udupa[11] proposed 
deobfuscation approaches to evaluate control flow flattening 
obfuscation. J. Hamilton and S. Danicic [22] evaluated Java 
static watermarking algorithms by obfuscating, which can be 
treated as a technique for distortive attacks. Except theoretical 
analysis, C. Wang et al. [17] also proved the effectiveness of 
the transformation they proposed with a control-flow analysis 
tool.  

Technically, the evaluation approach in this paper belongs 
to the second group, but acts differently: firstly, we believe all 
software (a program which is made up of a sequence of code) 
are the same to attackers, therefore, the approach we proposed 
does not aim at a specific protection technology; secondly, we 
propose a metric and a method for counting the metric; thirdly, 
rather than doing manual attacks or developing specific attack 
tools, we use an attack model to describe software attacks. 
Note that H. Goto et al. [21] applied parse tree to evaluate the 
difficulty of reading tamper-resistant software, however, 
instead of attacks, they used the model to describe software. 

III. ATTACK MODELING BASED ON PETRI NET 

Attack model has been widely used in information security. 
Most time it focuses on how to document attacks in a 
structured and reusable form [12]. J. Steffan and M. 
Schumacher [13] compared attack models with programming 
guidelines, pattern languages, evaluation criteria, and 
vulnerability databases, and proved that attack model to be the 
most suitable way to support discovery and avoidance of 
security vulnerabilities.  

In this section, we make a list of the key information 
included in one software attack process, define the attack 
model based on Marked Petri Net, and instantiate Token in it. 

A. Key Information in Software Attack 

[13] listed six types of information contained in an informal 
attack description. Based on this list, we made a new list for 
software attack description. (Fig. 1, Table I). 

Software 
Attack

Goal

Method 1

Method 2

……

State 1

State 2

……

Technique

Sub-goal

Action

Precondition

Influence

 

Figure 1.  Key information and their relationship 

TABLE I.   KEY INFORMATION IN ONE SOFTWARE ATTACK PROCESS 

Name Meaning 

Goal 
Goal is the purpose of one software attack process, and 
normally stands for getting or modifying assets 
contained in software. 

Method 
A Method stands for one possible way to achieve Goal.  
Usually, more than one Method will be included in one 
software attack process. 

State 
The sequence of States stands for the detailed process 
of software attack.  Sometimes, State can be treated as 
step in software attack process. 

Technique 
Technique stands for the attack technique which may be 
used in the software attack process.  

Sub-goal A Sub-goal stands for the goal of a attack technique. 

Action 
Action is the dynamic information in software attack, 
and stands for performing an attack technique. 

Precondition 
Precondition is the condition of performing an attack 
technique. 

Influence 
Influence is the consequence of performing an attack 
technique. 

“What’s the condition of attack?”, “If attack can be 
executed or not?”, and “What will happen after the execution?” 
are some of the essential questions in the effectiveness 
evaluation of software protection. Thus, precondition, action, 
and influence are important elements needing to be described. 

One of the most popular attack models is Attack Tree [14]. 
It is a tree structure to describe the security of systems, with the 
Goal as the root node and different Methods as leaf nodes. 
State and Sub-goal are the other nodes in the tree, and there are 
two kinds of interdependencies of States: AND node and OR 
node [14]. But Attack Tree cannot describe Precondition, 
Action, and Influence precisely.  

In this paper, we prefer Petri Net (C. A. Petri, 1962), which 
is a net-like graph and carries more information than Attack 
Tree. 

B. Software Attack Model based on Marked Petri Net 

Petri Net describes four aspects of a system: states, events, 
conditions, and the relationships among them. When condition 
was satisfied, related event would occur; the occurrence of 
event would change the states in the system and cause some 
other conditions to be satisfied [15]. A basic Petri Net is a tuple 
PN= (P, T, F) where: 

x P is a finite set of states, represented by circles. 

x T is a finite set of events, represented by rectangles.  

x F⊆ {T×P}∪{P×T} , is a multiset of directed arcs. 

x P∪T≠Ø, P∩T＝Ø. 

Fig. 2 is an example of Petri Net. P={p0, p1, p2, p3, p4}is a 
set of states, T={t0, t1, t2, t3, t4, t5} is a set of events, p0 is input 
of t0, and p1 is output of t0; at the same time, t0 is the output of 
p0, and the input of p1. Besides, p0’s next Place is p1. 

0p 1p

2p

3p 4p
0t

1t

2t 5t

4t  

Figure 2.  Example of Petri Net 

P, T, F are static properties of Petri Net, and fit well with 
Goal, State, Technique, Sub-goal, and Method in Table I. If we 
treat Fig. 2 as a process of software attack, then the key 
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Example:	
  Patch	
  Tuesday	
  
binary	
  v1	
   binary	
  v2	
  

vulnerability	
  

	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  

foo()	
  v1	
  

GUI	
  diffing	
  tool	
  

foo()	
  v2	
  

manual	
  code	
  
inspec1on	
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Exploit	
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BinDiff	
  on	
  Patch	
  Tuesday	
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BinDiff	
  on	
  Patch	
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So3ware	
  Diversifica1on	
  

binary	
  v1	
  

src	
  v1	
  

compiler	
  

binary	
  v2	
  

diversifying	
  compiler	
  
	
  

src	
  v2	
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Bindiff	
  on	
  Patch	
  Tuesday	
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BinDiff	
  on	
  Diversified	
  Code	
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5.	
  Human	
  experiments	
  
•  Absolutely	
  necessary	
  

•  Difficult	
  to	
  set	
  up	
  
–  expensive	
  
–  or	
  without	
  experts	
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Open	
  challenges	
  

1.  Comprehensive	
  a<ack	
  model	
  
2.  Automa1c	
  instan1a1on	
  for	
  applica1on	
  +	
  assets	
  

3.  Model	
  the	
  rela1on	
  between	
  a<ack	
  steps	
  and	
  protec1ons	
  
4.  How	
  to	
  choose	
  the	
  best	
  set	
  of	
  protec1ons?	
  

–  from	
  possibly	
  a	
  very	
  large	
  set	
  
–  applicable	
  at	
  many	
  places	
  in	
  the	
  code	
  
–  tool-­‐based	
  metrics	
  require	
  running	
  the	
  tools	
  
–  itera1ve	
  methods	
  or	
  machine	
  learning	
  

	
  

5.  How	
  to	
  specify	
  the	
  available	
  protec1ons?	
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Link-­‐1me	
  smart	
  card	
  code	
  hardening	
  

compiler 

linker 

file1.c 

linker script 

protected 
binary 

linker map binary 

libc.a file1.o 

configuration 
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Open	
  challenges	
  

1.  Comprehensive	
  a<ack	
  model	
  
2.  Automa1c	
  instan1a1on	
  for	
  applica1on	
  +	
  assets	
  
3.  Model	
  the	
  rela1on	
  between	
  a<ack	
  steps	
  and	
  protec1ons	
  
4.  How	
  to	
  choose	
  the	
  best	
  set	
  of	
  protec1ons?	
  

–  from	
  possibly	
  a	
  very	
  large	
  set	
  
–  applicable	
  at	
  many	
  places	
  in	
  the	
  code	
  
–  tool-­‐based	
  metrics	
  require	
  running	
  the	
  tools	
  
–  or	
  machine	
  learning	
  

	
  

5.  How	
  to	
  specify	
  what	
  protec1ons	
  are	
  available?	
  
6.  Security	
  through	
  obscurity?	
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Economics	
  of	
  MATE	
  a<acks	
  

€	
  

1me	
  engineering	
   exploita1on	
  

protec1on	
  

diversity	
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White-­‐box	
  cryptography	
  
embed	
  the	
  secret	
  key	
  in	
  haystack	
  of	
  code	
  and	
  data	
  

published	
  (Cloakware)	
   obscure	
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Security	
  through	
  obscurity	
  

•  Definitely	
  useful	
  
•  But	
  what	
  about	
  	
  

–  cer1fica1on?	
  
–  customer	
  demands	
  &	
  expecta1ons?	
  
–  back	
  doors?	
  
–  leakage?	
  
–  academic	
  research?	
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Open	
  challenges	
  

1.  Comprehensive	
  a<ack	
  model	
  

2.  Automa1c	
  instan1a1on	
  for	
  applica1on	
  +	
  assets	
  

3.  Model	
  the	
  rela1on	
  between	
  a<ack	
  steps	
  and	
  protec1ons	
  

4.  How	
  to	
  choose	
  the	
  best	
  set	
  of	
  protec1ons?	
  

5.  How	
  to	
  specify	
  what	
  protec1ons	
  are	
  available?	
  

6.  Security	
  through	
  obscurity?	
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