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Economics of MATE attacks
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Economics of MATE attacks

What is the most appropriate protection?

engineering exploitation time



Economics of MATE attacks

What is the value of protection?
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Economics of MATE attacks

What is the value of protection?




Economics of MATE attacks

WhatMrotecﬁon?

Which is the most appropriate protection and why?
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What is the most appropriate protection?

1) model the attack paths 2) evaluate impact of protections
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Evaluating the impact of protections

e What to evaluate?

e How to measure impact?

s W ihe

Traditional software engineering complexity metrics
Software analysis complexity metrics

Graph and information theory

Tool-based metrics

Human experiments

LANGUAGES
COMPILERS
MODELS
ATTACK TOOLS
HUMANS



1. Traditional software engineering complexity metrics

e QMOOD: Quality Model for Object-Oriented Design

— abstraction

— encapsulation

— coupling

— cohesion

— polymorphism

— complexity

— design size

e “Understandability” is a weighted average



Example: class hierarchy flattening

Object
Player MediaFile MediaStream
+ main(String[]) : void # filePath : String - data: byte]]
+ play(AudioStream) : void # mediaStreams : MediaStream[] - KEY : byte][]
+ play(VideoStream) : void # readFile() : void # decode(byte[]) : byte[]
+ getStreams() : MediaStream[] + getRawBytes() : byte]] v\

MP3File

MP4File

AudioStream

VideoStream

# readFile() : void # readFile() : void # audioBuffer : int[] # videoBuffer : int[][]
# decode(bytel]) : bytel] # decode(bytel]) : byte[]
/V # decodeSample() : byte[] # decodeFrame() : byte[]
DTSStream MPGAStream XvidStream

# decodeSample() : bytel]

decodeSample() : byte[]

# decodeFrame() : byte[]

public class Player {
public void play(AudioStream as) {
/* send as.getRawBytes() to audio device */
}
public void play(VideoStream vs) {
/* send vs.getRawBytes() to video device */
}
public static void main(String[] args) {
Player player = new Player();
MediaFile[] mediaFiles = ...;
for (MediaFile mf : mediaFiles)
for (MediaStream ms : mf.getStreams())
if (ms instanceof AudioStream)
player.play((AudioStream)ms);
else if (ms instanceof VideoStream)
player.play((VideoStream)ms);
}
}
public class MP3File extends MediaFile {
protected void readFile() {
InputStream inputStream = ...;
byte[] data = new bytel...];
inputStream.read(data);
AudioStream as = new MPGAStream(data);
mediaStreams = new MediaStream[]{as};
return;
}
}
public abstract class MediaStream {
public static final byte[] KEY = ...;
public byte[] getRawBytes() {
byte[] decrypted = new byte[data.length];
for (inti=0; i < data.length; i++)
decrypted[i] = datali] » KEY[i];
return decode(decrypted);
}
protected abstract byte[] decode(byte[] data);
}



Example: class hierarc

e ———————— «interface» Common K- ———"——"""-""-"""""""-"—-—-—-—"——————————— =
[———————— E + decode(byte[]) : byte[] @ [NfT T - ———————— 1 |
| r-———-— + decodeFrame() : byte[] — []f————————————— 1 |
| - > + decodeSample():bytel] <" T~ | | |
| | + getRawBytes() : byte[] | | |
| | + play(Common) : void | | |
| | + play1(Common) : void | | |
I | + readFile() : void | I |
[ | + getStreams() : Common([] | | |
| , | | !

XvidStream AudioStream A VideoStream MPGAStream DTSStream
- videoBuffer : int[][] # audioBuffer : int[] # videoBuffer : int[][] - audioBuffer : int[] - audioBuffer : int[]
- data: byte[] - data: byte[] - data: byte[] - data: byte[] - data: byte[]
- KEY : byte]] - KEY : byte]] - KEY : byte]] - KEY : byte]] - KEY : byte[]

+ decode(bytel]) : byte[]

+ decodeFrame() : byte[]
+d decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void
+d play1(Common) : void
+d readFile() : void

+d getStreams() : Common([]

+ decode(bytel]) : byte[]

+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void

+d play1(Common) : void
+d readFile() : void

+d getStreams() : Common(]

+ decode(bytel[]) : byte[]

+d decodeFrame() : byte[]
+d decodeSample() : byte[]
+ getRawBytes() : byte][]
+d play(Common) : void

+d play1(Common) : void
+d readFile() : void

+d getStreams() : Common[]

+ decode(bytel]) : byte[]
decodeFrame() : byte[]

+ decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void

+d play1(Common) : void
+d readFile() : void

+d getStreams() : Common[]

+
a

+ decode(bytel]) : byte[]

+d decodeFrame() : byte[]

+ decodeSample() : byte[]
+ getRawBytes() : byte[]
+d play(Common) : void

+d play1(Common) : void
+d readFile() : void

+d getStreams() : Common([]

MP3File

MediaFile

MediaStream

MP4File

Player

filePath : String
mediaStreams : Common([]

filePath : String
mediaStreams : Common(]

data : byte[]
KEY : byte[]

filePath : String
mediaStreams : Common([]

+d
+d
+d
+d
+d
+d

decode(byte[]) : byte[]
decodeFrame() : byte[]
decodeSample() : byte[]
getRawBytes() : byte[]
play(Common) : void
play1(Common) : void
readFile() : void
getStreams() : Common([]

decode(bytel]) : byte[]
decodeFrame() : byte[]
decodeSample() : byte[]
getRawBytes() : byte[]
play(Common) : void
play1(Common) : void
readFile() : void
getStreams() : Common([]

decode(byte[]) : byte[]
decodeFrame() : byte[]
decodeSample() : bytef[]
getRawBytes() : byte[]
play(Common) : void
play1(Common) : void
readFile() : void
getStreams() : Common([]

+d
+d
+d
+d
+d
+d

decode(bytel]) : byte[]
decodeFrame() : byte[]
decodeSample() : byte[]
getRawBytes() : byte[]
play(Common) : void
play1(Common) : void
readFile() : void
getStreams() : Common(]

+d
+d
+d
+d
+

+

+d
+d

main(String[]) : void
decode(bytel]) : byte[]
decodeFrame() : byte[]
decodeSample() : byte[]
getRawBytes() : byte[]
play(Common) : void
play1(Common) : void
readFile() : void
getStreams() : Common([]

hy flattening

public class Player implements Common {
public byte[] merged1(Common as) {
/* send as.getRawBytes() to audio device */
}
public Common[] merged2(Common vs) {
/* send vs.getRawBytes() to video device */
}
public static void main(String[] args) {
Common player = CommonFactory.create(...);
Common[] mediaFiles = ...;
for (Common mf : mediaFiles)
for (Common ms : mf.getStreams())
if (myCheck.isInst(0, ms.getClass()))
player.merged1(ms);
else if (myCheck.isInst(1, ms.getClass()))
player.merged2(ms);
}
}

public class MP3File implements Common {
public byte[] merged1() {
InputStream inputStream = ...;
byte[] data = new bytel...];
inputStream.read(data);
Common as = CommonFactory.create(...);
mediaStreams = new Common[]{as};
return data;
}
}

public class MediaStream implements Common {
public static final byte[] KEY = ...;
public byte[] getRawBytes() {
byte[] decrypted = new byte[data.length];
for (inti = 0; i < data.length; i++)
decrypted[i] = datali] » KEY[i];
return decode(decrypted);
}
public byte[] decode(byte[] data){ ... }
}



Result of class hierarchy flattening

QMOOD understandability
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2. Software analysis complexity metrics

e Abstract interpretation

— Abstract domains model program properties
— Domains are partially ordered in terms of concreteness

— Obfuscating transformation is less potent if it preserves
more concrete properties



Example: opaque predicates

c=a*b;
p = algebraic_function(a,b,c,x,y,z);
if (0 ==0)
d=c+3;
else
a=c-d;

c=a*b;
d=c+3;

c=a*b;

p = check_aliasing_in_a_graph(a,b,c,g,h,k);
if (p == false)

var, = var, op var, + const d=c+3;

else

a=c-d;
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3. Graph and information theory

Cyclomatic complexity: 1

#edges — #nodes + 2 #connected components

2
4
Entropy 3
— on static graphs
— using a range of models
: 5
— on dynamic graphs
— on program traces  ...(234)%0...(234)°...(234)%° ... /
— on variable names (?) 6



4. Tool-based metrics

e Attacker’s tools, heuristics and mental models

1. Model effort/time in terms of input size
2. Compute output size

3. Compute relevance of output
» false positives/negatives
e receiver operator curves (ROC)
e recall and precision
e pruning factors




Example: Patch Tuesday

foo() v1 foo() v2

Exploit Wednesday .



BinDiff on Patch Tuesday

4. IDA - E:\homelbcoppensiprivate\phdipresentationibefore E]@
File Edit Jump Search View Debugger Options ‘Windows Help
L Eie > HGEgd & ) @@ dad F F

.
b

P (@ O o debugger v

' v
‘

| 7] Functions window 8 X | [ maviews ¥ Matched Function W statistics ® Primary Unmatched W secondary Unmatched [©] Hex view-a [A] structures [E Enums Imports Exports
Function name: Seqment. || similarity  confide chanae EA primary name primary EA secondary name secondary con alqorithm matched b basicblock: basicblock: matched inst instructions 1 in: &
(7] _init_proc nit Loy Uy UousUODU _1u_er_uegn UouIUGH o _uegn Gl i L iy 1 1 1 = =
7 et et 1.00 0.99 08056280 _dl_receive_error 08056260 _dl_receive_error name hash matching 1 1 27 27
¥l call gmon_start et 1.00 0.99 08056710 _d|_debug_printf 080566F0 _d|_debug_printf name hash matching 1 1 1 14 14
@ P r— text 1.00 0.99 08056740 _dl_debug_printf_c 08056720 _d|_debug_printf_c name hash matching 1 1 1 14 14
\z‘ Frame, duminse text 1.00 0.99 0B80S68E0 _d\_initial_error_catch_tsd 080568C0 _d\_initial_error_catch_tsd name hash matching 1 1 1 = 5
@ next ;ser text 1.00 0.99 0B06BAED __gconv_get_modules_db 0806BACO __gconv_get_modules_db name hash matching 1 1 1 = 5]
E rese{ user text 1.00 0.99 0806BAFO __gconv_get_alias_db 0806BADO __gconv_get_alias_db name hash matching 1 1 1 5 5
E name_ar\ O text 1.00 0,99 - 08072D40 __gconv_get_cache 08072D20 __gconv_get_cache name hash matching 1 1 1 5 5
E check—J:uasswov d - text 1.00 0.99 08073790 __gconv_release_shlib 08073770 __gconv_release_shlib name hash matching 1 1 1 11 11
E main text 1.00 0.99 0807BBA0 vsscanf 08076680 wsscanf name hash matching 1 1 1 30 30
E be_start_main text 1.00 oo localtime 08086860 localtime name hash matching 1 1 1 11 11
@ ae(k_une Fd text 1.00 08086FF0 timelocal name hash matching 1 1 1 12 12
3| b check standerd fds ot 1.00 08093960 _dl_reloc_bad_type name hash matching 1 1 1 29 29
@ _hbc_:su \r;t - text 08095CD0 08095CEB0 free_mem name hash matching 1 1 1 13 13
E _hbc_csu_flnl text 0B095EED 08095ECO free_mem_S name hash matching 1 1 1 12 12
E ertio location text ma“o t 08096190 Jterm_proc name hash matching 1 1 1 11 11
E ;& - text p 08046100 wvalloc name hash matching 17 17 17 64 64
E cxa_atexit text = 0804B1D0 palloc name hash matching 15 15 15 59 59
7 rem exitfn ot _EXIt 08067020 _IO_file_xsgetn name hash matching 27 27 27 128 128
E m_alloc Tnit state text . . 080SEFS0 parse_one_spec name hash matching 113 113 113 437 437 .
7] malloc_atfork ot 1.00 _dl_S‘y’SII'IFO _int80 08049380 arena_get2 name hash matching 42 42 42 129 129
@ free a_tfnrk text 0807AFED parse_one_spec_0 name hash matching 106 106 106 407 407 1
¥l ptmaloc_lock_al et 1.00 maLLOPE 08054310 __gettextlex name hash matching 36 36 36 9% 98
@ ptmalloc_unlock_al text 08048820 mallopt name hash matching 26 26 26 80 80
E ptmalloc_unlock_allz Jtext 1 . 00 dl aux init SCUCO05 et EETED ! 1 1 2 2
@ next_en;_entr); text — = = dl sysinfo_int80 name hash matching 1 1 1 2 2
L] oo e e e 1.00 sysconf rae g -
% :Z:Jal:::a_:\t :Z:E Ch e Ck _p assWor d name hash matching 92 92 92 364 364 1
FF] v hoan ok name hash matching 5 5 5 30 38 v
>
Output: window & X
; Source File : 'dl-version.c'
; Source File : 'libgeccz.c'
01:35:26 sorting instructions
01:35:26 reconstructing flowgraphs
01:35:26 reconstructing functions
01:35:26 simplifying functions
01:35:26 IDA specific post processing
01:35:26 writing. ..
01:35:26 cp:ccozcmut feririter::write "C:/DOCUME~1/Stijn/LOCALS~1/Tenp/zynanics/BinDiff/240/prinary/before. BinExport"
01:35:27 before: 1.33 seconds processing, 0.50 seconds writing
01:35:27 before: exported 726 functions with 82098 instructions in 1.85 seconds
01:35:31 8.402 seconds for exports...
01:35:33 2.043 seconds for matching.
01:36:10 Sending result to BinDiff GUI... v
Python
AU:  idle Dowm Disk: 1GB
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BinDiff on Patch Tuesday

08048209 check_password

08048209 check password

4824 4%,

l

08048205  check password
4821 ax, d !

08048208  check_password 08048209  check_password

Y

08048209 check_password 08048209  check_password
2, ahx 4824 2x, edi

id p, Dxl 2kl




BinDiff on Patch Tuesday
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Software Diversification

diversifying compiler

compiler T

PIBL O

binary v1 binary v2
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Bindiff on Patch Tuesday

® Matched Functions W statistics

IDA Yiew-A
similarit confide change
0.24 0.44 GI--E--
0.25 0.40  GI--E--
0.25 083 GIJ-L-
0.25 071  GI-JE--
0.26 047 GI-E..
0.26 048 GI-E--
0.29 0.54  GI--E--
0.29 0,69  GI-JEL-
0.30 099 G----L-
0.31 094 GI---LC
0.31 041 GI-E--
0.32 0.64  GI--E--
0.35 099 GI---—--
0.37 0.66  GI--EL-
0.37 099 GI----
0.39 099 G---L-
0.39 0,99 G-—I-
0.39 073 GI-E--
0.40 099 G——-
0.40 [z (Sl
0.41 099 GI---L-
0.42 0,73  GI-JE--
0.42 099 GI---L-
0.42 098 GI---L-
0.43 099 GI---L-
0.44 0.81 GI-J-L-
0.44 099 G-
&
Line 616 of 616

EA primary
08076887
08063B6D
0807C115
080907C9
0804A8FC
08057675
08057194
08054BA4
08082234
080484E8
0807F7FA
0808D103
08078564
0806379D
08084439
0807E025
08064C7E
08061464
08048C37
080SASAE
08077B5D
08084145
0805510E
0805ABB4
08070674
080486F6
0805F728

AnAA AR~

name primary
sub_B8076887_384
sub_B8063B6D_265
sub_807C115_453
sub_80907C9_607
sub_804A8FC_21
sub_B8057B75_86
sub_805719A_74
sub_8054BA4_43
sub_8082234_535
sub_80484E8_7
sub_B807F7FA_S06
sub_808D103_599
sub_B8078564_415
sub_B806379D_263
sub_8084439_573
sub_B807E025_473
sub_8064C7E_277
sub_B806146A_244
sub_8048C37_13
sub_B80SABAE_153
sub_B8077B5D_412
sub_80841A5_572
sub_B80SS10E_46
sub_805ABB4_155
sub_B807D67A_466
sub_80486F6_11
sub_805F728_232

—L AAAARsA e

(,‘ Primary Unmatched

(,‘ Secondary Unmatched

EA secondary
0808D8C1
0804FDA3
0B804EEQ7
08055303
080SCEC1
080582C9
08058655
080872D6
08063405
080613BD
08050C49
0807E1CE
08094E92
0804E306
080810BC
08077DDC
08082C32
0804ED78
08088713
08068268
0807F3DS
0805B05A
0805A265
0807BB38
08089ESC
0S080EAA
080734840

AnAmsARA

@ Hex View-&4
name secondary
sub_808D8C1_1458
sub_804F0A3_701
sub_804EE07_698
sub_8055303_785
sub_BOSCEC1_866
sub_80582C9_834
sub_B8058655_836
sub_80872D6_1374
sub_8063A05_949
sub_80613BD_916
sub_8050C49_714
sub_807E1CE_1261
sub_8094E92_1545
sub_804E306_690
sub_80810BC_1304
sub_8077DDC_1193
sub_8082C32_1330
sub_804ED78_697
sub_808B713_1424
sub_8068268_1005
sub_807F3D5_1278
sub_B805B05A_863
sub_805A265_854
sub_807BB38_1234
sub_8089ESC_1406
sub_B8080EAA_1303
sub_8073AAD_1154

-k AATAARA 4474

@ Structures

con' algorithm

call reference matching

call sequence matching{sequence)
call sequence matching(exact)

call sequence matching{sequence)
call sequence matching{sequence)
edges callgraph MD index

edges callgraph MD index

call sequence matching{sequence)
call reference matching

call reference matching

call sequence matching{sequence)
call sequence matching{sequence)
string references

call sequence matching{sequence)
call reference matching

call reference matching

string references

call sequence matching{sequence)
call reference matching

call reference matching

call reference matching

call sequence matching{sequence)
call reference matching

string references

call reference matching

call reference matching

call reference matching

e cor

v

[E]Enu < [E]

~
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inDiff on Diversified Code
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5. Human experiments

 Absolutely necessary

e Difficult to set up
— expensive
— or without experts
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5.

— iterative methods or machine learning

Open challenges

Comprehensive attack model
Automatic instantiation for application + assets
Model the relation between attack steps and protections

How to choose the best set of protections?

—  from possibly a very large set

— applicable at many places in the code .
—  tool-based metrics require running the tools Hsplre

www.aspire-fp7.eu

How to specify the available protections?



Link-time smart card code hardening

filel.c I

¥
compiler
fiIelLl] ’ i'i”kefl < libca
linker m binary
> <« |
linker script—> /e configuration
—

protected
binary
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6.

Open challenges

Comprehensive attack model
Automatic instantiation for application + assets
Model the relation between attack steps and protections

How to choose the best set of protections?

—  from possibly a very large set
—  applicable at many places in the code
—  tool-based metrics require running the tools

— or machine learning

How to specify what protections are available?

Security through obscurity?



Economics of MATE attacks

engineering exploitation time

30



White-box cryptography

embed the secret key in haystack of code and data

published (Cloakware) obscure

31



Security through obscurity

e Definitely useful

e But what about
— certification?
— customer demands & expectations?
— back doors?
— leakage?
— academic research?



A A o

Open challenges

Comprehensive attack model

Automatic instantiation for application + assets

Model the relation between attack steps and protections
How to choose the best set of protections?

How to specify what protections are available?

Security through obscurity?
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